Don Kuecker, CISSP

Skill/Expertise Years of Dates Employer
Expertise Employed

Risk Assessments and Reviews 5+ Years 1998-1999 American Exp
1999-2001 SecurelLogix
2003-2003 GreenTree
2003-2004 Ciber
2004-2005 Siemens
2006-2006 Genworth Fin.
2007-2007 ATW

Policies, Procedures, Guidelines 8 + Years 1998-1999 American Exp
1999-2001 SecurelLogix
2001-2002 American Exp
2002-2002 TRW-USAF
2003-2003 Greentree-
2003-2004 Deca
2004-2004 FVAP
2004-2004 DOI - DOL
2004-2005 Florida — DOH
2005-2006 Siemens
2007-2007 Walt Disney

ATW

Master Knowledge of NIST, DITSCAP, | 3 + Years 2003-2003 Greentree-

FIPS and apply it to client’s needs 2003-2004 Deca
2004-2004 FVAP
2004-2005 DOI - DOL

Siemens
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Skill/Expertise Years of Dates Employer
Expertise Employed

Excellent Technical Writer/Oral Skills/ | 30 Years 1976-1981 Jostens

Organizational Skills 1981-1983 Sperry-Univac
1983-1986 Abbot Nw Hsop
1986-1988 SMH
1988-1998 Mayo Med Cntr
1998-1999 Net Access
1999-2001 SecureLogix
2001-2002 American Exp
2002-2002 TRW
2002-2003 Don K. Assoc.
2003-2003 Greentree-
2003-2004 Deca
2004-2004 FVAP
2004-2004 SeNet Int
2004-2005 FI DOH
2005-2005 Siemens
2005-2006 Levis Strauss
2006-2006 Walt Disney

Blue Cross-BS

Technical consultant without expecting | 9 + Years 1976-1981 Mayo Med Cntr

Hands-On Security 1983-1986 Abbot Nw Hosp
1998-1999 Net Access
1999-2001 SecureLogix
2001-2002 American Exp
2003-2004 FVAP
2004-2004 SeNet Int
2004-2004 FI DOH
2004-2005 Siemens
2005-2005 Levis Strauss
2005-2006 Walt Disney

Change management process 7 + Years 1976-1981 Mayo Med Cntr
1981-1983 Sperry-Univac
1983-1986 Abbot Nw Hosp
2001-2002 American Exp
2003-2004 FVAP

Problem management process 7 + Years 1976-1981 Mayo Med Cntr
1981-1983 Sperry-Univac
1983-1986 Abbot Nw Hosp
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Skill/Expertise Years of Dates Employer
Expertise Employed

Configuration management, including 7 + Years 1976-1981 Mayo Med Cntr

security features and patches. 1981-1983 Sperry-Univac
1983-1986 Abbot Nw Hosp
1998-1999 Net Access
1999-2001 SecureLogix
2001-2002 American Exp
2003-2004 FVAP
2004-2005 Siemens

Project Risk Assessments 6 Years 1998-1999 Net Access
1999-2001 SecureLogix
2001-2002 American Exp
2003-2004 FVAP
2004-2005 Siemens
2006-2006 Genworth Fin

Specific vulnerability assessments. 3 + Years 1998-1999 Net Access
1999-2001 SecurelLogix
2003-2004 FVAP
2006-2006 Genworth Fin

Host server security and configurations | 5 Years 1998-1999 Net Access
1999-2001 SecurelLogix
2003-2004 FVAP
2004-2004 FL DOH
2004-2005 Siemens

VPN access 4 Years 1999-2001 SecurelLogix
2001-2002 American Exp
2004-2004 SeNet Int
2004-2005 Siemens

IDS systems 4 Years 1998-1999 Net Access
1999-2001 SecureLogix
2001-2002 American Exp
2002-2003 Don K. Assoc
2003-2004 FVAP
2005-2006 Walt Disney

IPS Ya Year 2004-2004 Securify
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Skill/Expertise Years of Dates Employer
Expertise Employed

AV 6 Years 1998-1999 Net Access
1999-2001 SecureLogix
2001-2002 American Exp
2002-2003 Don K. Assoc
2003-2004 FVAP
2004-2005 Siemens

Wireless computing 4 Years 1999-2002 American Exp
2002-2005 Don K. Assoc
2003-2003 GreenTree-Dec
2005-2006 Walt Disney

Firewalls. 7 Years 1998-1999 Net Access
1999-2001 SecurelLogix
2001-2002 American Exp
2002-2005 Don K. Assoc
2003-2004 FVAP
2004-2005 Siemens

Data Integrity and Authentication 7 Years 1998-2002 American Exp
2003-2004 FVAP
2003-2003 Greentree-Dec
2003-2004 FVAP
2002-2005 Don K. Assoc
2004-2005 Simens
2005-2005 Levis Straus

Data Confidentiality 8 Years 1998-2002 American Exp
2003-2003 Greentree-Dec
2003-2004 FVAP
2002-2005 Don K. Assoc
2004-2005 Siemens
2005-2006 Walt Disney

Trusted credentials 6 Years 1998-2002 American Exp
2003-2003 GreenTree-Dec
2003-2004 FVAP

Application Access and Authentication | 4 + Years 1999-2002 American Exp
2003-2004 FVAP
2004-2004 FI DOH
2005-2006 Walt Disney
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Skill/Expertise Years of Dates Employer
Expertise Employed

Software Integrity 4 + Years 1999-2002 American Exp
2003-2004 FVAP

System/Middleware security 4 Years 1999-2002 American Exp
2005-2006 Walt Disney

Host security 4 Years 1999-2002 American Exp
2003-2004 FVAP
2002-2006 Don K. Assoc
2004-2005 Siemens
2005-2006 Walt Disney

Internal Network security 6 Years 1998-1999 Net Access
1999-2002 American Exp
2003-2004 FVAP
2004-2004 FL DOH
2004-2005 Siemens
2002-2005 Don K. Assoc
2005-2006 Walt Disney

Network Perimeter security 6 Years 1998-1999 Net Access
1999-2002 American Exp
2003-2004 FVAP
2005-2006 Walt Disney

Audit and event logging. 6 Years 1999-2002 American Exp
2003-2004 FVAP
2004-2005 Siemens
2005-2006 Walt Disney

Five (5) years (or more) experience in | Unix Solaris, 1997-2005 All the above

. . . UnixWare, Linux,
managing Windows and Unix AT&T BSD
platforms, including: Windows, 1997-2006
. . Windows NT,

Configuration management; Windows XP,

Vulnerability management; Patch nggﬁ gggg

management.

Page 5 of 8




Skill/Expertise Years of Dates Employer
Expertise Employed

Excellent writing and documentation 30 + Years | 1976-1981 Jostens

skills 1981-1983 Sperry-Univac
1983-1986 Abbot Nw Hsop
1986-1988 SMH
1988-1998 Mayo Med Cntr
1998-1999 Net Access
1999-2001 SecureLogix
2001-2002 American Exp
2002-2002 TRW
2002-2003 Don K. Assoc.
2003-2003 Greentree-
2003-2004 Deca
2004-2004 FVAP
2004-2004 SeNet Int
2004-2005 FI DOH
2005-2005 Siemens
2005-2006 Levis Strauss
2006-2006 Walt Disney
2006-2006 Blue Cross-BS
2007-2007 Genworth Fin

ATW

Security policy and procedure 7 + Years 1998-1999 American Exp

development 1999-2001 SecureLogix
2001-2002 American Exp
2002-2002 TRW-USAF
2003-2003 Greentree-
2003-2004 Deca
2004-2004 FVAP
2004-2004 DOI - DOL
2004-2005 Florida — DOH
2005-2006 Siemens
2007-2007 Walt Disney

ATW
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Skill/Expertise Years of Dates Employer
Expertise Employed

Compliance auditing of security policy | 4 Years 1998-1999 Net Access
2003-2003 Greentree-Dec
2003-2004 FVAP
2004-2005 Siemens
2005-2006 Walt Disney
2007-2007 ATW

Demonstrable experience in securing a | % Year 2004-2005 Siemens

large scale Active Directory

implementation.

Demonstrable security expertise in at 3-6 Years 2003-2003 Solaris

least two of the following technical 2003-2005 Linux

areas: Linux; Windows; Unix; 1998-2005 Windows

VMWare.

Implementation of 3DES/AES data 4-5 Years 1998-2002 American Exp

encryption infrastructure (both data 2003-2004 FVAP

during transmission and ‘at rest’). 2004-2005 Siemens

Recognized Information Security or 5 Years 2002-2007 CISSP

Controls qualifications (CISM, CISSP,

CISA).

Performed risk management 3 Years 1998-1999 Net Access

assessments of projects, technologies 2003-2003 Greentree-Dec

and vulnerabilities. 2004-2004 SeNet Intl.
2006-2006 Genworth Fin

Experience of implementation of 3 + Years 1999-2002 American Exp

Netegrity Siteminder. (SSO) 2005-2006 Walt Disney

Experience & Expertise associated 5 Years 1998-1999 Net Access

with securing wireless data and voice 1999-2001 SecureLogix

transmission. 2002-2005 Don K. Assoc
2005-2006 Walt Disney
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Skill/Expertise Years of Dates Employer
Expertise Employed
Leadership/management/supervisor 10 + Years | 1980-1981 Jostens, Inc.
roles 1981-1983 Sperry
1985-1986 Abbott NW Hos
1986-1988 St. Mary’s
1992-1994 Hosp
1995-1998 Mayo Med Cntr
1998-1999 Mayo Med Cntr
2002-2002 Net Access
2003-2003 TRW
2003-2004 GreenTree-Dec
2004-2005 FVAP
Siemens
Interpretation/applying/verifying various | 15 + Years | 1980-2007 All the above

regulations such as FDIC/FFIEC,
GLBA, HIPAA-AS, SOX, PCI-DSS,
DITSCAP, NIST-SP800 pubs, FISMA,
Privacy Act, FTC tariffs, others
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